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Abstract 

Clinical oncologists need more reliable and non-invasive diagnostic and prognostic biomarkers to follow-up cancer 
patients. However, the existing biomarkers are often invasive and costly, emphasizing the need for the development 
of biomarkers to provide convenient and precise detection. Extracellular vesicles especially exosomes have recently 
been the focus of translational research to develop non-invasive and reliable biomarkers for several diseases such as 
cancers, suggesting as a valuable source of tumor markers. Exosomes are nano-sized extracellular vesicles secreted by 
various living cells that can be found in all body fluids including serum, urine, saliva, cerebrospinal fluid, and ascites. 
Different molecular and genetic contents of their origin such as nucleic acids, proteins, lipids, and glycans in a stable 
form make exosomes a promising approach for various cancers’ diagnoses, prediction, and follow-up in a minimally 
invasive manner. Since exosomes are used by cancer cells for intercellular communication, they play a critical role in 
the disease process, highlighting the importance of their use as clinically relevant biomarkers. However, regardless of 
the advantages that exosome-based diagnostics have, they suffer from problems regarding their isolation, detection, 
and characterization of their contents. This study reviews the history and biogenesis of exosomes and discusses non-
coding RNAs (ncRNAs) and their potential as tumor markers in different types of cancer, with a focus on next genera-
tion sequencing (NGS) as a detection method. Moreover, the advantages and challenges associated with exosome-
based diagnostics are also presented.
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Background
The gold standard for solid tumors’ diagnosis is surgi-
cal tissue biopsies usually done after a series of imaging 
scans [1–3]. The time, cost, repeatability, accessibility, 
and invasiveness of tissue biopsy-based diagnostics make 
them less desirable, leading to a late-stage diagnosis 
[4–7]. For cancer patients to achieve the best possible 
treatment outcome, it is imperative to develop non-inva-
sive and cost-efficient diagnostic methods that have 
the potential for early tumor detection and monitoring 

while the patient is undergoing treatment [3]. Liquid 
biopsy and molecular profiling of biofluids have gained 
increasing attention in recent decades due to their less 
invasive approaches, real-time tumor status insights, 
low cost, and ability to address tumor heterogeneity [8, 
9]. The presence of biological materials in biofluids ena-
bles researchers to detect tumors occurring in distant 
tissues that are not symptomatic enough to be detected 
by conventional imaging techniques [10]. In fact, can-
cer care has been revolutionized through liquid biopsy, 
which has enabled early detection, improved diagnosis, 
predicted and determined therapeutic outcomes, and 
directed precision medicine [9]. Based on the source of 
tumor-derived constituents in biofluids, liquid biopsies 
for cancer are categorized into: (i) extracellular vehicles 
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(EVs) and tumor-derived exosomes, (ii) circulating tumor 
cells (CTCs), and (iii) circulating tumor DNA (ctDNA) 
[8, 9]. Exosomes with sizes between 30 and 150 nm are 
small extracellular vesicles comprised of a lipid bilayer 
membrane and are responsible for intercellular com-
munication. Stemming from the endosomal pathway 
within their parental cells, exosomes enclose a wide 
range of molecules including proteins, lipids, deoxyri-
bonucleic acid (DNA), and different kinds of ribonucleic 
acids (RNAs) [10]. These contents are important for 
intercellular communication, both in normal physiologi-
cal processes as well as in pathological conditions such 
as immune responses, pregnancy disorders, and cancer 
[11]. The presence and the stability of exosomes in most 
body fluids and their contents’ similarity to parental cells 
make them promising candidates for developing new 
approaches for cancer diagnosis [12, 13]. Using high-
throughput sequencing technologies, researchers have 
found that exosomes comprise different RNA popula-
tions including messenger RNAs  (mRNAs), transferred 
RNAs (tRNAs), ribosomal RNAs (rRNAs), microR-
NAs (miRNAs), small nuclear RNAs (snRNAs), circular 
RNAs (circRNAs), long non-coding RNAs (lncRNAs), 
and P-element-induced wimpy testis (PIWI)-interacting 
RNAs (piRNAs) [14–16]. The current review discusses 
the history and biogenesis of exosomes, NGS technology, 
and the potential ncRNAs biomarkers in different types 
of cancer detected by NGS. Furthermore, a brief over-
view of the advantages and challenges of exosome-based 
diagnostic techniques is provided.

The discovery of exosomes
About four decades ago, Pan, Stahl, and Johnstone dis-
covered EVs while studying the loss of transferrin dur-
ing reticulocyte maturation in blood. They believed that 
these vesicles are sprouted from different parts of the 
plasma membrane of cultured cells [17–20]. Another 
group of researchers found that EVs result from germi-
nation into the intracellular endosome, which eventu-
ally forms multivesicular bodies (MVBs). MVBs produce 
intraluminal vesicles (ILVs) called exosomes. After a 
while, it turned out that exosomes are involved in inter-
cellular communication [21, 22].

Biogenesis, secretion, and content of exosomes
Exosomes with endocytic origin are morphologically 
very small vesicles whose structure is rich in macromol-
ecules such as proteins and nucleic acids [10, 23]. Their 
biogenesis involves several stages of a complex biologi-
cal process that have not yet been fully and accurately 
determined. The first processing stage begins with the 
lipid raft domains of the plasma membrane. The primary 
intracellular endosomes are obtained by budding into the 

membrane and then turning into the final endosomes 
via the Golgi apparatus. During this process, intralumi-
nal vesicles are formed through the ESCRT-dependent 
mechanism (endosomal sorting complexes required for 
transmission) or non-ESCRT-dependent mechanisms 
within the final endosomes (Fig. 1). During the budding 
process of the endosomal membrane, biomolecules are 
accumulated inside them and form MVBs [24, 25]. As 
mentioned, ESCRT mediates the process of biogenesis 
[17] and contains a total of 20 proteins that are gener-
ally divided into four categories of ESCRT-0,-I,-II,-III 
[26, 27]. ESCRT-0 binds to ubiquitinated proteins in the 
endosomal membrane [28]. ESCRT-I and -II are respon-
sible for membrane deformation in the form of buds with 
consecutive cargo [27], and ESCRT-III is responsible for 
the vesicular incision [27, 29]. Under physiological and 
pathological conditions, exosomes can be secreted from 
a variety of cancer cells [30, 31], platelets [32], mast cells 
[30], dendritic cells [33], astrocytes [34], B and T cells 
[35], etc. Numerous studies have shown that in addition 
to cells and tissues, exosomes can be contained in fluids 
such as blood [36], serum [37], amniotic fluid [38], saliva 
[37], and breast milk [39]. Depending on the cell or tis-
sue type, the secretion of exosomes is regulated by two 
mechanisms: constitutive mechanism that employs Rab 
GTPases protein family [40–43] and/or inducible mecha-
nism regulated by several activating factors such as heat 
shock, hypoxia, DNA damage, increasing of intracellular 
calcium, and thrombin [40, 44, 45]. Since exosomes have 
an important role in intercellular communication, they 
can target a wide variety of cell types at both close and 
distant target sites to transfer cargo molecules, such as 
proteins, lipids, and nucleic acids [46]. The proteins that 
exosomes carry can be MHC I, II [30], tetraspanins such 
as CD9, CD63, CD81, CD82, CD54, and CD11b [24, 47], 
HSPs (60, 70, 90) [24, 48], Rab and annexins [49], Clath-
rin, Alix, and so on [24]. The main biomolecules in the 
exosome besides proteins are RNAs. To be more specific, 
in addition to three major RNAs (mRNA, tRNA, and 
rRNA) involved in protein synthesis, other non-coding 
RNAs such as miRNAs, small interfering RNAs (siRNAs), 
circRNA [50], lncRNA [51], small nucleolar RNAs (snoR-
NAs), and snRNA (all have a vital role in gene expression 
regulation at both transcriptional and post-transcrip-
tional levels) [52–55] are the main RNAs molecules in 
the exosomes. Furthermore, piRNAs are also another 
small non-coding RNA molecules found in exosomes 
and are resistant to chemical reactions and tempera-
ture changes. In animal cells, piRNAs are expressed and 
assemble into the protein-DNA complex through the 
Argonaute proteins [56–59]. Many researchers have also 
found single-stranded [60] and double-stranded DNA 
within exosomes [61]. Batagov et al. provided evidences 
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that exosomes can transport the 3-UTR fragments of a 
mRNA, suggesting that these fragments can have a regu-
latory effect or can be translated into proteins [62].

The following section provides an overview of non-
coding RNA nomenclature to help readers understand 
the terms used in our article. Generally, the homology 
and function, location, and other factors related to non-
coding RNAs contribute to their classification [63]. For 
example, the name microRNA is indicative of the small 
size of active RNA molecules, or the name snoRNA, 
which is an abbreviation for small nucleolar RNA, refers 
to RNA molecules inside a cell’s nucleolus [64]. Regarding 
miRNAs, nomenclature can be as follows: a symbol for 
the human miRNA gene that has been approved by the 
Human Genome Organization (HUGO) Gene Nomen-
clature Committee (HGNC) is MIR# format. For exam-
ple, MIR17 represents a miRNA gene; mir-17 represents 
a miRNA stem-loop, and miR-17 represents a mature 
miRNA. Furthermore, each species’ name commences 
with three letters specific to it. When the letter “has” is 
used, it refers to humans (Homo sapiens), “hsa-mir-220” 
as an example, or it refers to rats (Rattus norvegicus) 
when “rno” is used such as “rno-mir-1”. To identify the 
members of the same family, the letter is added to the 
suffix (e.g. hsa-mir-465a and hsa-mir-465b). The 3p’ or 

5p’ suffix can also be added if the data are insufficient to 
determine which sequence is dominant. It is also worth 
noting that let-7 and lin-4 are notable historical excep-
tions [64–67].

On the other hand, lncRNA genes consist of a dispersed 
set of loci related only by their size, which exceed 200 
bases, do not have conserved sequence homology, and 
perform a variety of functions. Generally, it is a known 
function of the product that determines the naming of 
lncRNAs. It would be preferable if genes were named 
based on their normal function rather than mutant phe-
notypes. Names for genes must be concise and do not 
try to include all known information about them. As an 
example, in lncRNA XIST, ’XIST’ stands for ’X (inactive)-
specific transcript’, which is responsible for transcription-
ally silencing one of the X chromosomes pairs. No known 
functions for lncRNA genes are determined by their 
genomic context [63, 64].

Circulating RNA is generated by the back-splicing of 
exons from a pre-mRNA, which results in a 3′,5′-phos-
phodiester bond and creates a circular RNA linked to 
itself. A nomenclature scheme for cirRNAs has been pro-
posed: “cir[gene symbol]-n”, where the “gene” symbolizes 
the unspliced host gene, and “n” corresponds to an itera-
tive five-digit number; for example, circPARN-00001 is 

Fig. 1 Biogenesis mechanism of exosomes, which starts with the development of the endosome and then forms multivesicular bodies (MVBs). 
MVBs can both integrate with lysosomes for degradation or fuse with the cellular membrane to release exosomes. These processes can happen by 
both ESCRT-dependent and ESCRT-independent pathways
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the first circRNA that has been named for the host gene 
Poly(A)-specific ribonuclease (PARN) [64].

Exosomes as diagnostic biomarkers
Due to the precise diagnostic and prognostic results 
provided by exosomes, they have become an interesting 
research topic in the field of medicine [68–70]. Because 
exosomes carry biomolecular markers in many types of 
diseases and are also used as agents to deliver a variety 
of therapeutic molecules, they can be employed as an 
efficient tool to detect and treat a wide variety of dis-
eases [71–74]. Besides, there are other advantages of 
exosomes, including their ease of use, cost-effectiveness, 
and pain reduction, which allow clinics to consider using 
exosomes to diagnose many types of diseases, especially 
cancer, as an alternative to classical surgical methods 
[75]. Studies that analyze RNAs in exosomes for identify-
ing various types of cancer have been frequently carried 
out in recent years. For example, Skog et  al. examined 
the serum of patients with glioblastoma and isolated 
exosomes containing mRNAs and miRNAs. They found 
that tumor-derived microvesicles are used as a means of 
transmitting genetic information to the target cells [76]. 
Takeshita et  al. reported that the miR-1246 expression 
could be used as a prognostic and a diagnostic tool for 
esophageal squamous cell carcinoma as exosomes could 
protect miRNA from degradation by RNase [77].

Overview of NGS
In the 1990s, many methods were developed for 
sequencing DNA molecules, and after 2000 the com-
mercialization of NGS platforms was initiated quickly 
by the companies [78]. This method is a high-through-
put sequencing that can perform millions of sequenc-
ing reactions simultaneously. NGS is one of the most 
widely used and advanced tools to identify diseases 
such as cancer [79, 80]. Using the NGS method, exome, 

and genome sequencing, chromatin immunoprecipita-
tion sequencing (ChIP-Seq), transcript profiling, and 
epigenome characterization can be performed [81, 
82]. Based on NGS, DNA from cancer samples can be 
sequenced from a few thousand nucleotides (targeted 
panel sequencing) to 40–50 million nucleotides (whole-
exome sequencing (WES)) and up to 3.3 billion bases 
(whole-genome sequencing (WGS)).[83]. Currently, 
targeted gene panels are used in clinics to search for 
genomic variation in a wide variety of disease-related 
genes, and whole-exome sequencing is used to identify 
variation throughout the exome [84]. Over the past few 
years, NGS has been shown to provide useful informa-
tion about various cancers and mutations associated 
with the various types of cancer [85, 86]. Data from 
the TCGA (The  Cancer  Genome Atlas), which uti-
lized  large-scale genome sequencing to identify mark-
ers involved in the 33 cancer types, have contributed 
to an improvement in cancer diagnosis, treatment, and 
prevention [87, 88]. Additionally, RNA-sequencing 
(RNA-seq) has revealed that all forms of RNA, from 
coding RNA to non-coding RNA, can be detected in 
exosomes which can be useful for cancer diagnosis [26, 
98–103]. Figure 2 illustrates the steps involved in iden-
tifying biomarkers of cancer using NGS.

Potential biomarker: cancer‑derived exosomes 
based on the NGS approach
The following section discusses exosome biomarkers 
related to various cancer types. Since NGS has become a 
routine technology in cancer research in recent years and 
it can provide valuable information about various can-
cers, the present study attempted to narrow its focus on 
studies that utilize NGS to analyze exosome noncoding 
RNAs in cancers. Furthermore, the selections were based 
on cancers having similar supporting studies.

Fig. 2 Process of exosomal biomarker identification using NGS. NA: nucleic acid; NGS; next generation sequencing
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Pancreatic cancer
Exosomal components such as miRNAs are used as a 
screening tool to detect pancreatic malignancies [89, 90]. 
In this regard Xu et al. collected exosomes from plasma 
cultures of patients with pancreatic cancer and compared 
them with healthy individuals, they concluded that pan-
creatic tumor-derived exosomes were rich in miR-196a 
(an indicator of pancreatic adenocarcinoma of the pan-
creas) and miR-1246 (an indicator of intraductal papillary 
mucinous neoplasms) [91]. Goto et  al. studied the exo-
somal miRNAs of pancreatic cancer patients and found 
that the expression levels of miR-191, miR-21 (prognos-
tic factors for overall survival), and miR-451(associated 
with moral nodules) had been increased. Therefore, they 
suggested that these miRNAs can be used as markers 
for the growth and metastasis of cancer cells and can be 
considered as key factors in the early diagnosis of pan-
creatic cancer [92]. Kumar et al. studied serum exosomes 
in three groups: healthy individuals, intraductal papillary 
mucosal neoplasms, and pancreatic ductal adenocarci-
noma. They found that there are a wide variety of RNAs 
such as mRNAs, miRNAs, long intergenic non-coding 
RNAs (lincRNAs), tRNAs, and piRNAs in the serum 
exosomes of pancreatic cancer patients [93]. In another 
study, Chen et al. studied the circRNAs using irradiation 
on human pancreatic cancer cells and could isolate about 
12,572 circRNAs from exosomes of these cells. Among 
them, they found differentially expressed circRNAs (DE-
circRNAs) that were involved in the methylation process 
[94]. San Lucas et al. examined exosomes from fluid biop-
sies of patients with pancreaticobiliary cancers and found 
that exosomal DNAs and RNAs of these patients can be 
used as acidic nucleic biomarkers to diagnose pancreatic 
cancer [95].

Hepatocellular carcinoma
One of the best preconditions to treat hepatocellular 
carcinoma (HCC) is early and rapid diagnosis because 
this type of cancer has no special manifestations in the 
early stages and patients miss the optimal period and 
timely treatment. Routine screening tests to diagnose the 
high-risk population of HCC included alpha phytopro-
tein (AFP) and ultrasonography (US) [96]. Nevertheless, 
when it comes to the early diagnosis of this type of can-
cer, exosomes are becoming increasingly important [97, 
98]. Many studies have shown that exosomes can serve 
as a helpful tool for determining the type of tumor, the 
proliferation rate, and the progression of metastases to 
specific organs in patients [99]. For example, the Mjelle 
et  al. study which sequenced small RNAs of tissue and 
serum of HCC patients to evaluate changes in miRNAs 
expression between different samples showed that miR-
21 mediates a direct link between serum exosomes and 

tumor tissue, allowing miR-21 to enter the bloodstream 
via exosomes. They also found that other miRNAs such 
as let-7 were upregulated in serum exosomes in compar-
ison to whole serum, as well as miR-122 quadrupled in 
the serum of patients with HCC compared with controls 
[100]. Wang et  al. studied exosomal miRNAs in serum 
to detect HCC, they identified 1244 miRNAs that the 
expression level of some miRNAs such as miR-122-5p, 
miR-455-5p, miR-192-5p, miR-100-5p, and miR-1246-5p 
was almost doubled while, the expression levels of some 
other miRNAs such as miR-215-5p, miR-4443, miR-
486-5p, miR-423-5p, let-7d-3p and miR-203a-3p were 
reduced more than two times [101]. In another study, 
Wang et  al. found that people with metastatic HCC 
had high levels of circular RNA-prostaglandin reduc-
tase 1 (circPTGR1) expression in their serum exosomes. 
Through the knockdown of this circRNA, cancer cells 
can also be stopped from proliferating, migrating, and 
invading [102]. Jung Cho et  al. sequenced miRNAs in 
exosomes derived from hepatocellular carcinoma and 
concluded that miR-10b-5p, miR-18a-5p, and miR-940 
expression increased in tumor tissues which among 
them, miR-10b-5p can be used as the main biomarker 
in the detection of early-stage HCC [103]. Woo et  al. 
examined the onset of pre-metastasis in patients with 
HCC by sequencing miRNAs in tumor-derived exosomes 
and found that some miRNAs like miR-1307-5p could 
enhance the epithelial-to-mesenchymal transition (EMT) 
process through downregulation of SEC14 like lipid-
binding 2 (SEC14L2) and Endoglin (ENG) genes, there-
fore miR-1307-5p can be used as a predictive biomarker 
for HCC metastasis [104]. Yao et al. extracted exosomal 
lncRNA from the sera of patients with hepatitis, cirrhosis, 
and HCC, as well as from the sera of healthy individuals, 
and concluded that lncRNA-family with sequence simi-
larity 72 member D3 (lncRNA-FAM72D-3) and lncRNA- 
enhancer of polycomb homolog 1–4 (lncRNA-EPC1-4) 
significantly contribute to hepatocarcinogenesis which 
can be used as major biomarkers in the diagnosis of HCC 
[105]. In another study, Huang et al. found several thou-
sand mRNAs and lncRNAs with different expressions 
in the plasma exosomes of HCC patients. They isolated 
six differentially expressed lncRNAs from HCC cells, 
that were involved in processes such as proliferation, 
migration, and apoptosis. Among them, lncRNA-RP11-
85G21.1 (lnc85) was a novel DE‐lncRNA that regulates 
the function of miR-324-5p and can be considered as a 
diagnostic biomarker in HCC [106].

Osteosarcoma (OS)
Exosomes are not only promising targets to detect soft 
tissue cancers but also they can be easily employed 
for pursuing cancers such as bone sarcoma [107]. By 
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extracting exosomes from the serum of patients with 
metastatic osteosarcoma (OS) and sequencing their 
RNA, Gong et al. found that the expression levels of miR-
675 in metastatic OS was increased which subsequently 
contribute to cell migration and invasion by targeting 
a migration-related gene Calneuron 1 (CALN1) [108]. 
Jerez et  al. identified miRNAs derived from six meta-
static osteosarcoma cell lines. Among them, metastatic 
human osteosarcoma cell line (SAOS2) had the highest 
exosomal miRNA biomarkers such as miR-21-5p, miR-
143-3p, miR-148a-3p, and miR-181a-5p. They also found 
that these miRNAs may play a key role in the regulation 
of genes involved in apoptosis and cell adhesion [109]. A 
recent study by Raimondi et  al. analyzed tumor micro-
environments associated with OS-derived exosomes 
and concluded that miR-148a and miR-21-5p are poten-
tial tumor diagnostic biomarkers. These miRNAs play a 
key role in tumor cell growth, osteoclastogenesis, bone 
resorption, and bone tumor angiogenesis [110]. Based 
on the molecular profiles of patients with osteosarcomas, 
Cuscino et al. identified miRNAs in circulating exosomes 
as biomarkers. There were eight new miRNAs found in 
three different cell lines that could be used as OS bio-
markers, five of which were found to be more prevalent 
in circulating exosomes among OS patients [111].

Gastric cancer
Gastric cancer (GC) is the fifth most common and the 
third deadliest cancer worldwide with more than one 
million new cases diagnosed each year [112, 113]. Early-
stage cancer has a better prognosis, so finding non-inva-
sive biomarkers for GC early detection can be crucial in 
increasing the survival rate [114]. To date, efforts have 
been made to evaluate the biomarker potential of exo-
somal RNAs in gastric cancer. For example, miR-92b-3p, 
let-7 g-5p, miR-146b-5p, and miR-9-5p are several upreg-
ulated miRNAs in GC patients’ exosomes with the bio-
marker potential. Based on the results, it was observed 
that these four miRNAs in combination with carcinoem-
bryonic antigen (CEA) have the highest diagnostic value 
[115]. miR-100 and miR-148a are other upregulated exo-
somal miRNAs in GC which need to be further investi-
gated as probable biomarkers [116]. Another study has 
also shown a significant difference in exosomal miRNA 
expression between gastric cancer stem-like cells (CSCs) 
and differentiated gastric cancer cells. Thus, exosomal 
miRNAs evaluation can be informative about GC for-
mation, stage of cancer, and the possibility of recurrence 
[117]. In a study using unique molecular identifiers (UMI) 
small RNA sequencing, several dysregulated snRNAs 
were identified in the serum exosomes from GC patients. 
Furthermore, the expression levels of miR-1307-3p and 
piRNAs such as piR-019308, piR-004918, and piR-018569 

in GC serum exosomes were significantly higher com-
pared to healthy controls. Therefore, in addition to miR-
NAs, piRNAs can also be evaluated as biomarkers for 
GC and GC metastasis [118]. Moreover, in a comparative 
study between five GC patients and five healthy controls, 
620 upregulated and 440 downregulated circRNAs were 
identified. These circRNAs were involved in important 
cancer-related signaling pathways. They also had binding 
sites to interact with miRNAs and take part in expression 
regulation [119]. With further studies, these RNAs could 
be used as powerful diagnostic tools or even therapeutic 
targets for GC.

Ovarian cancer
Ovarian cancer is one of the most common and lethal 
cancers among women. Most cases of this cancer are 
diagnosed in advanced stages which increases the risk 
of metastasis and greatly reduces the chance of survival. 
Therefore, finding the right biomarkers to diagnose 
ovarian cancer as early as possible can have a tremen-
dous impact on the treatment process [120, 121]. So far, 
relatively few studies have been performed on exoso-
mal RNAs using NGS in ovarian cancer patients. How-
ever, more research is being conducted to find possible 
miRNA biomarkers. A study has shown 34 upregulated 
and 31 downregulated both in plasma and exosomes, 
which these miRNAs were previously seen to be involved 
in cancer-related pathways like the mitogen-activated 
protein kinase  (MAPK) signaling pathway or EMT pro-
cess  [121]. In addition to plasma, another study has 
been performed on peritoneal exosomes isolated from 
patients with peritoneal metastatic epithelial ovarian 
cancer compared with patients with acute pelvic perito-
nitis as the control group. The results showed that miR-
149-3p and miR-222-5p were significantly upregulated 
and associated with poor survival in epithelial ovarian 
cancer (EOC). Both of these miRNAs appear to play an 
oncogenic role in EOC, perhaps through inhibition of 
MHC I expression [122]. There are also studies of exo-
somal RNAs that have shown some miRNAs can act 
as a double-edged sword. For instance, in Yeung et  al. 
study, exosomes derived from cancer-associated adipo-
cytes (CAAs) and cancer-associated fibroblasts (CAFs) 
revealed the significant abundance of miR-21 in these 
exosomes [123]. Exosomal miR-21 can be carried to the 
neighboring cells and spread the malignant phenotype 
by inducing metastasis. It can also induce chemoresist-
ance by targeting apoptotic protease activating factor 1 
(APAF1) [123]. However, on the opposite side, miR-146a 
and miR-10a which derived from amniotic fluid stem 
cells (AFSCs) can prevent chemotherapy-induced pre-
mature ovarian failure (CTx-induced POF). It has been 
shown that these two miRNAs exhibit high expression 
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levels in AFSC-derived exosomes in the mouse models. 
Among these two, it is observed that miR-10a can cause 
an anti-apoptotic effect in the granulosa cells that have 
been affected by chemotherapy. Therefore, miR-10a is 
a possible therapeutic approach for CTx-induced POF 
[124]. Given what has been discussed, further studies on 
miRNAs as well as studies on other types of exosomal 
RNAs could be helpful in the rapid diagnosis and even 
treatment of ovarian cancer.

Breast cancer
Breast cancer is the most common cancer among women 
with an annual increase in incidence. It is the second 
deadliest cancer after lung cancer. This cancer is highly 
heterogeneous and complicated. Early detection is cru-
cial to reducing mortality and improving treatment 
effectiveness [125, 126]. There have been many stud-
ies that focused on exosomal microRNAs. For exam-
ple, a study in 2016 on breast cancer cell lines in mouse 
models using RNA sequencing showed that the expres-
sion levels of miR-1246 and miR-21 were significantly 
higher in breast cancer exosomes [127]. Additional qRT-
PCR studies performed on human patients have shown 
similar findings [127]. The exosomal miRNAs of plasma 
samples were analyzed in another study carried out by 
Wu et al. on 27 patients and 3 healthy controls. Only on 
triple-negative breast cancer (TNBC) subtype, fifty-four 
miRNAs (20 upregulated miRNAs and 34 downregulated 
miRNAs with deregulated expression) were observed, 
while no significant changes were shown in other sub-
types. These fifty-four miRNAs were associated with 
various cancer-related pathways [128]. Also, a two-year 
follow-up program showed that the expression levels of 
hsa-miR-150-5p, hsa-miR-576-3p, and hsa-miR-4665-5p 
were higher in patients with recurrent breast cancer 
than in patients with no recurrence. Thus, it is possible 
that the expression levels of these exosomal miRNAs can 
help to diagnose recurrent breast cancer [128]. Further-
more, exosomal miRNAs may also be potential biomark-
ers of cancer metastasis and progression. For instance, 
miR-363-5p is an exosomal miRNA that is upregulated 
in breast cancer. It also exhibits a lower expression in 
patients with lymph node (LN) metastasis and seems to 
inhibit metastasis via regulating its downstream target 
platelet-derived growth factor subunit B (PDGFB), thus, 
this miRNA can be considered as a potential biomarker 
for axillary lymph node metastasis [129]. Research on 
exosomes secreted by CAFs has been demonstrated 
remarkable results. For example, exosomal miR-500a-5p 
expression is higher in CAFs compared to normal fibro-
blasts. Exosomes are capable of transmitting this miRNA 
from CAFs to neighboring cells, allowing it to pro-
mote cancer progression and metastasis, and result in 

an aggressive phenotype in cancer cells [130]. It is also 
revealed that  CD63+ CAFs which are associated with 
tamoxifen resistance in breast cancer patients, secret 
exosomes with abundant miR-22 [119].

In addition to miRNAs, lncRNAs and circRNAs have 
been observed to be deregulated in exosomes that origi-
nated from breast cancer cells. Evaluation of exosomal 
lncRNA-H19 in breast cancer patients demonstrated that 
patients who are resistant to doxorubicin show higher 
expression levels of exosomal lncRNA-H19 in com-
parison with parental cells, suggesting that the exoso-
mal lncRNA-H19 can be considered as a biomarker for 
monitoring doxorubicin resistance in breast cancer [131]. 
According to research by Dong et al., trastuzumab resist-
ance might be induced in sensitive cells by the release of 
exosomes secreted by trastuzumab-resistant breast can-
cer cells that express higher levels of lncRNA-SNHG14 
[132]. Besides, the correlation between increased expres-
sion of exosomal lncRNA-SNHG14 and distant metas-
tasis and lymph node metastasis of breast cancer has 
been shown [132]. In addition, it has been found that the 
expression of exosomal lncRNA-SNHG14 in the serum 
of patients resistant to trastuzumab was higher when 
compared with patients who responded to the treatment 
[132].

Yang et  al. investigated the potential clinical applica-
tion of exosomal circRNAs in the prognosis of TNBC. 
Their results revealed the differential expression of cir-
cRNAs in TNBC cells and non-TNBC cells as well as in 
their exosomes; they also found that circ-proteasome 
20S subunit alpha 1 (circ-PSMA1) act as an upregulated 
circRNAs in the TNBC cells and their exosomes, as well 
as in the exosomes isolated from TNBC patients’ serum. 
Moreover, the results showed that circ-PSMA1 overex-
pression promoted tumorigenesis, metastasis, and migra-
tion in TNBC both in vitro and in vivo [133].

Prostate cancer
Exosomes are one of the most important biomarkers in 
the early diagnosis and prognosis of prostate cancer in 
men [134]. Exosomes can be isolated from the blood or 
urine of prostate cancer patients and are associated with 
cancer metastasis [135, 136]. They are involved in RNA 
exchange between cells that can be used as biomarkers of 
prostate cancer severity. [137]. Furthermore, Yang et al.’s 
meta-analysis study confirmed that the exosomal miR-
NAs can provide a high level of diagnostic information 
for prostate cancer patients [138]. Over the past several 
years, researchers have been able to explore and evaluate 
several important urinary exosomes biomarkers associ-
ated with prostate cancer. In this regard, Rodriguez et al. 
evaluated miRNAs within urinary exosomes as non-inva-
sive biomarkers of prostate cancer. They found that the 
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expression of some miRNAs (such as miR-196a-5p, miR-
34a-5p, miR-143-3p, miR-501-3p, and miR-92a-1-5p) 
was reduced in patients with prostate cancer compared 
to healthy individuals [139]. Huang et al. found that miR-
30a/e-5p isolated from specimens of prostate cancer 
patients was the best reference control in these patients 
[140]. Koppers-Lalic et  al. evaluated isomiRs (miRNA 
variants) of urinary exosomes in patients with non-inva-
sive prostate cancer. They found that the expression lev-
els of miR-21, miR-204, and miR-375 increased in cancer 
patients in comparison to healthy individuals [141]. Fur-
thermore, Zhou et  al. found that in patients with pros-
tate cancer, the expression levels of miR-217 (involved in 
cancer cell proliferation and invasion) and miR-23b-3p 
(involved in growth inhibition) were increased and 
decreased, respectively [142]. Huang et al. evaluated the 
exosomal biomarkers such as miR-1290 and miR-375 
from patients with castration-resistant prostate cancer, 
displayed that these miRNAs were associated with poor 
overall survival in the screening cohort [140].

Advantageous
Exosomes offer numerous advantages over other diag-
nostic methods. Firstly, they are secreted by virtually all 
living cells, exist in various body fluids, and their over-
all levels are commonly elevated in most diseases while 
retaining biological information from the parent cells. 
These features indicate their importance in reflect-
ing the status of parental cells and the convenience of 
their extractions [9, 143–149]. For instance, obtaining 
exosomes from body fluids is more convenient than iso-
lating CTCs as these cells are minimal in the blood [150, 
151]. With many known classic extraction approaches 
and a remarkable number of new methods under devel-
opment, exosomes are more qualified for clinical applica-
tion than CTCs [150, 152].

Second, exosomes with lipid bilayers could stabilize 
and protect biomacromolecules against proteinases, 
RNases, and other enzymatic activity existing in the bio-
fluids, allowing them to be stored for an extended period 
unlike various biomarker assays requiring fresh biofluids 
[153–157]. The storage of exosomes at 4 °C for 24 h fol-
lowed by freezing at − 80 °C will not change markedly the 
quality of exosomal markers when compared with imme-
diate storage at − 80  °C and fresh urine samples [158]. 
Indeed, the high biological stability of exosomes could 
greatly increase their clinical applications while reduc-
ing the cost of sample short-term storage and comforting 
their transportation [159].

Third, exosomes greatly enhance sensitivity and speci-
ficity by reducing the complexity of the biological matrix 
and reducing noises in the assay, thereby enabling 
the detection of low abundance biomacromolecules. 

[160–162]. The amplified sensitivity of exosome-based 
biomarkers versus total serum and urine biomarkers has 
been shown by several studies [163–165]. For example, 
in patients with colorectal cancers, exosomal miRNAs 
extracted from sera showed higher sensitivity (90%) in 
comparison to carcinoembryonic antigen (CEA) and car-
bohydrate antigen 19-9 (CA19-9) serum biomarkers with 
30.7% and 16% sensitivity, respectively [165]. In addition, 
it is challenging to distinguish the noises of normal cells 
from the signal of cancerous cells while transcriptome 
analysis of RNA is conducted [166]. Additionally, when 
RNA is directly isolated from plasma, it is even more 
challenging to analyze due to the overwhelming mega-
karyocyte RNA background caused by platelet-derived 
RNA. [167]. The fact that exosomes contain tumor-spe-
cific surface proteins makes them uniquely able to elimi-
nate normal cells noises [166].

Fourth, as far as DNA is concerned, it is more valuable 
than other sources of DNA, for example, exosomes con-
tain more cfDNA and mitochondrial DNA copies than 
plasma, which makes them more effective for detecting 
cancer [168, 169]. Moreover, exosomal DNA mutation 
frequency has higher detection sensitivity and specific-
ity and greater prognostic value compared with cfDNA 
[170–173].

Fifth, NGS-based studies have shown that exosomes 
contain a variety of RNA biotypes such as circRNAs 
[9] lncRNA [155, 174], mRNAs [76, 175–177], miRNAs 
[178], mRNA fragments [62], piwi-interacting RNA, 
and fragments of numerous noncoding RNAs including 
transfer RNA, ribosomal RNA, Y RNAs, and vault RNA 
[16, 155, 179–183]. Currently, mRNAs are the most typi-
cal biomarkers with clinical applications even though, 
microRNA studies have dominated the investigations 
on clinical biomarkers as they are plentiful RNA bio-
types with well-known regulatory capabilities (Table  1). 
The longer RNA biotypes particularly mRNAs with 
well-known mutations have been known as ‘low hang-
ing fruit’ [9]. Long RNAs not only make the assessment 
of gene expression levels and the recognition of tumor-
specific somatic modifications possible but also make it 
possible to study the processes indicating disease state 
or progression [62, 155, 179]. The detection of circRNAs 
specific to diseases provides effective insights that cannot 
be obtained by employing small RNA, DNA, or protein 
assays [9].

Sixth, exosomes can improve the sensitivity of muta-
tion detection. Compared with ctDNA alone, circulating 
nucleic acids especially exosomal RNAs could increase 
the whole number of mutant copies accessible for sam-
pling [9, 171]. Combined analysis of ctDNA and exo-
somal RNA showed that the epidermal growth factor 
receptor (EGFR) gene activating mutations had almost 10 
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Table 1 Classification of described exosomal RNA in various cancers

TNBC; triple-negative breast cancer, CAFs; cancer-associated fibroblasts, CSCs; cancer stem-like cells, HCC; hepatocellular carcinoma, EMT; epithelial-to-mesenchymal 
transition, lncRNA-FAM72D-3; lncRNA-family with sequence similarity 72 member D3, lncRNA-EPC1-4; lncRNA- enhancer of polycomb homolog 1–4

Cancer Exosomal RNA Expression levels Action of mode Origin of the exosomes Refs.

Breast cancer miR-1246, miR-21 Upregulated – Plasma (mouse model) [127]

miR-363-5p Downregulated Inhibition of Axillary lymph 
node metastasis

Plasma [129]

miR-500a-5p Upregulated Metastasis CAFs [130]

miR-22 Upregulated Tamoxifen resistance CD63 + CAFs [119]

Breast cancer (TNBC) miR-150-5p miR-576-3p miR-
4665-5p

Upregulated Cancer recurrence Plasma [128]

Gastric cancer miR-92b-3p, let-7 g-5p, miR-
146b-5p, and miR-9-5p

Upregulated – Serum [115]

miR-100 and miR-148a Upregulated – Gastric cancer cells [116]

miR-1290, miR-1246, miR-
628-5p, miR-675-3p, miR-424-5p, 
miR-590-3p

Upregulated – CSCs [117]

let-7b-5p, miR-224-5p, miR-
122-5p, miR-615-3p, miR-5787

Downregulated CSCs [117]

miR-1307-3p, piR-019308, piR-
004918, and piR-018569

Upregulated – Serum [118]

piR-004918 and piR-019308 Upregulated Metastasis Serum [118]

Ovarian cancer miR-106a-5p, let-7d-5p, and 
miR-93-5p

Upregulated – Plasma [121]

miR-122-5p, miR-185-5p, and 
miR-99b-5p

Downregulated – Plasma [121]

miR-149-3p and miR-222-5p Upregulated – Peritoneum [122]

miR21 Upregulated Metastasis and chemoresistance CAAs and CAFs [123]

Prostate cancer miR-196a-5p, miR-34a-5p, 
miR-143-3p, miR-501-3p and 
miR-92a-1-5p

Downregulated – Urine [139]

miR-30a/e-5p Endogenous normalizers – Plasma [140]

miR-21, miR-204, miR-375 Upregulated Tumor development Urine [141]

miR-217
miR-23b-3p

Upregulated
Downregulated

Cell proliferation, growth 
inhibition

Plasma [142]

miR-1290 and miR-375 Upregulated – Plasma [140]

Pancreatic cancer miR-196a and miR-1246 Upregulated Indicator of intraductal papillary 
mucinous neoplasms and pan-
creatic adenocarcinoma

Plasma [91]

miR-191, miR-21, and miR-451a Upregulated Growth and metastasis Serum [92]

miR-21, let-7 and miR-122 Upregulated – Tissue and serum [100]

miR-122-5p, miR-455-5p, 
miR-192-5p, miR-100- 5p and 
miR-1246-5p

Upregulated Tumor progression Serum [101]

Hepatocellular carcinoma circPTGR1 Upregulated cell proliferation, migration, and 
invasion of metastatic tumors

Serum [102]

miR-10b-5p, miR-18a-5p and 
miR-940

Upregulated Early-stage HCC Serum [103]

miR-1307-5p Upregulated Promoting EMT Serum [104]

lnc-FAM72D-3 and lnc-EPC1-4 Upregulated Tumor cell viability,
Inhibition of cell proliferation 
and cell apoptosis

Serum [105]

lnc85 Upregulated Proliferation, migration, and 
apoptosis

Plasma [106]

Osteosarcoma miR-675 Upregulated Migration and invasion Serum [108]

miR-21-5p, miR-143-3p, miR-
148a-3p, and miR-181a-5p

Upregulated Metastasis regulation Serum-free conditioned media [109]

miR-148a and miR-21-5p Upregulated Bone remodeling and tumor 
angiogenesis

Low serum medium [110]
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times more copies. It suggests that exosomal RNA may 
increase the potential for detection of mutations in blood 
samples, particularly when very few copies of ctDNA are 
available at the beginning of diseases [9, 171]. Moreover, 
the follow-up of EGFR, Kirsten rat sarcoma virus (KRAS) 
and, v-Raf murine sarcoma viral oncogene homolog 
B1 (BRAF) genes mutations in ctDNA and exosomes 
over time revealed that the combined analysis of tumor 
materials from exosomes with ctDNA could markedly 
improve the achievement of a liquid biopsy test [171].

Limitations
Some obstacles are limiting the clinical application of 
exosomes as tumor markers. The first limitation is the 
lack of a rapid, efficient, and cost-effective exosome iso-
lation method, which is essential for reproducible ana-
lytical results [157]. Ultracentrifugation, ultrafiltration, 
density-gradient ultracentrifugation, immunoprecipita-
tion, and size-exclusion chromatography are some of the 
more common methods used for exosome isolation [184, 
185]. Unfortunately, there have been reports that these 
methods are extremely costly, time-consuming, cum-
bersome, and they cannot remove impurities [186]. The 
gold standard for the isolation and purity of exosomes 
is ultracentrifugation; however, it is the most time-con-
suming method [3, 187–189]. The second challenge is 
the identification and quantification of exosomes. Flow 
cytometry, enzyme-linked immunosorbent, nanoparti-
cle tracking analysis (NTA) are commonly used meth-
ods for the quantification of exosomes, each with its own 
advantages and disadvantages [190]. For example, flow 
cytometry can detect and sort numerous exosomes by 
species. However, it requires expensive equipment and 
yields inconsistent results [3]. Enzyme-linked immu-
noassay (ELISA) is used for more specific capturing of 
tumor-derived exosomes by applying specific antibod-
ies against tumor markers such as Glypican-1 (GPC-1), 
Caveolin-1 (CAV1), or heat shock protein 90 (HSP90) [3]. 
However, the biological noise or contamination caused 
by other biomolecules in the sample endangers the quali-
fication of ELISA for exosome identification [3]. NTA 
could identify the type of exosome, but it is time-con-
suming as well and requires expensive equipment [3]. An 
ideal method should address these limitations in terms of 
purity, cost, equipment, and time to be clinically applica-
ble [3]. Third, the great heterogeneity of extracellular ves-
icles adds an extra level of difficulty in their purification. 
There have been many studies developing exosome-based 
biomarkers, but they have employed different methods 
for purifying the exosomes, resulting in difficulties with 
normalizing the results and making comparisons diffi-
cult [186]. Despite the argument that exosomes should be 
classified as blood cells, it has been shown that exosomes 

have obvious heterogeneity due to their contents as well 
as their surface characterization [186].

Conclusion
In recent decades, the failure of conventional solid 
biopsy in addressing cancer detection has highlighted 
the importance of liquid biopsy as a minimally invasive 
and alternative approach for prognosis, diagnosis, and 
monitoring of cancer patients. A liquid biopsy is acquired 
from various body fluids and consists of abundant bio-
logical information from the originated cells, such as 
CTC, exosomes, ctDNA, or cell-free DNA, as well as 
circulating RNAs. The advances in NGS make CTCs and 
ctDNAs more cost-effective, but they suffer from several 
limitations, including the limited number of CTCs in the 
blood or the degradation of ctDNA soon after release. 
On the other hand, exosomes widely exist in all body flu-
ids, carry about 90% of circulating tumor DNAs, and can 
protect different biomolecules, such as nucleic acids, pro-
teins, and lipids, against degradation. More importantly, 
exosomes carrying different biotypes of nucleic acids, 
reflecting the earlier stages of pathological states, provide 
a promising platform for cancer prognosis, diagnosis, 
and the follow-up of treatment in precision and personal-
ized medicine.

Unfortunately, the clinical application of exosomes is 
currently limited by several factors, including the lack of 
an ideal isolation and characterization method and the 
inability to classify exosomes secreted by normal cells 
and tumor cells. Hence, the need for addressing these 
limitations to use the unique potential of exosomes for 
capturing the dynamic complexity of cancer is currently 
highly demanded.
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